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1. Introduction 

This policy applies to all members of the school (including staff, pupils, volunteers, parents/carers, 

visitors, community users) who have access to and are users of school digital technology systems, 

both in and out of the school. 

The Headteacher or, in their absence, the authorised member of staff for e-safety, Jayne Hury, has 

the ultimate responsibility for safeguarding and promoting the welfare of pupils in their care. 

 
The Education and Inspections Act 2006 empowers Head teachers to such extent as is 

reasonable, to regulate the behaviour of pupils when they are off the school site and empowers 

members of staff to act accordingly for inappropriate behaviour. This is pertinent to incidents of 

online-bullying or other online safety incidents covered by this policy, which may take place outside 

of the school, but is linked to membership of the school. 

This policy reinforces and builds on other relevant school and Local Authority policies. 
 

Bullying, harassment or abuse of any kind via digital technologies or mobile phones will not be 

tolerated. The school will deal with such incidents and associated behaviour through adhering to the 

anti-bullying policy and will, where known, inform parents / carers of incidents of inappropriate e-

safety behaviour that takes place out of school. 

 

St Anthony’s recognise the ever changing and fast paced evolution of ICT. All staff have a 

responsibility to support e-safe practices and provide children and young people with quality access 

as part of their learning experience. Currently the internet technologies that children and young 

people could have access to either at school or home are:  

 
 Websites 
 Learning Platforms and Virtual 

Learning Environments 
 Email and Instant Messaging 
 Chat Rooms and Social Networking 
 Blogs and Wikis 
 Podcasting 

 Video Broadcasting 
 Music Downloading 
 Web based gaming 
 Smart phones with text, photo, video 

and/ or internet access 
 Other mobile devices such as tablets 

with internet access

St Anthony’s are responsible to teach appropriate behaviours and skills. This enables children to 

remain both safe and legal when using the internet and related technologies, in and beyond the 

context of the classroom. 
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2. Roles and Responsibilities 

The following section outlines the online safety roles and responsibilities of individuals and groups 

within the school. 

Head teacher  

The Head teacher has a duty of care for ensuring the safety (including online safety) of members of 

the school community, though the day to day responsibility for online safety will be delegated to the 

Online Safety Lead. 

 

The Head teacher and another member of the Senior Leadership Team should be aware of the 

procedures to be followed in the event of a serious online safety allegation being made against a 

member of staff. This will be referred to the relevant Wythenshawe Catholic Academy Trust Policy. 

 

The Head teacher and Senior Leaders are responsible for ensuring that the Online Safety Lead and 

other relevant staff receive suitable training to enable them to carry out their online safety roles and 

to train other colleagues, as relevant. 

 

All temporary staff and volunteers are made aware of the school’s E-Safety Policy and 
arrangements. 
 
Governing Body 
 

Governors are responsible for the approval of the online safety policy and for reviewing the 
effectiveness of the policy. 
 
Governors will ensure that procedures are in place for dealing with breaches of e-safety and 
security and are in line with Local Authority procedures. 
 
Safeguarding Lead 

 

The safeguarding lead will: 

 take day to day responsibility for online safety issues and has a leading role in establishing 

and reviewing the school online safety policies/documents 

 receive reports of online safety incidents and creates a log of incidents to inform future online 

safety developments 

 ensure that all staff are aware of the procedures that need to be followed in the event of an 

online safety incident taking place 

 provides training and advice for staff 

 liaises with the Local Authority/MAT/Governors 

 liaises with school technical staff to review ICT systems in place with regard to security  

 

They will also be aware of the potential for serious child protection/safeguarding issues that can arise 

from: 

 

 sharing of personal data  

 access to illegal/inappropriate materials 

 inappropriate on-line contact with adults/strangers 

 potential or actual incidents of grooming 

 online-bullying 
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Network Manager and Technical staff  

  

The Network Manager and external contractors working with St Anthony’s are responsible for 

ensuring:  

 that the school’s technical infrastructure is secure and is not open to misuse or malicious 

attack 

 that the school meets required online safety technical requirements. 

 that users may only access the networks and devices through a properly enforced password 

protection policy 

 that they keep up to date with online safety technical information in order to effectively carry 

out their online safety role and to inform and update others as relevant 

 that the use of the digital technologies is regularly monitored in order that any 

misuse/attempted misuse can be reported to the Head teacher, Senior Leaders and Online 

Safety Lead for investigation and action/sanction. 

 that monitoring software/systems are implemented and updated. 

 

Teaching and support staff 

 

E-safety is a focus in all areas of the curriculum and staff will reinforce online safety messages 

across the curriculum. Teachers and support staff are responsible for ensuring that: 

 they have an up to date awareness of online safety matters and of the current school online 

safety policy and practices 

 they report any suspected misuse or problem to the Headteacher, Senior Leader or 

Safeguarding Lead for investigation/action/sanction. 

 all digital communications with pupils/parents/carers should be on a professional level and 

only carried out using official school systems  

 online safety issues are embedded in all aspects of the curriculum and other activities  

 pupils understand and follow the E-Safety Policy 

 pupils have a good understanding of research skills and the need to avoid plagiarism and 

uphold copyright regulations 

 they monitor the use of digital technologies, mobile devices, cameras, etc. in lessons and 

other school activities (where allowed) and implement current policies with regard to these 

devices 

 in lessons where internet use is pre-planned pupils should be guided to sites checked as 

suitable for their use and that processes are in place for dealing with any unsuitable material 

that is found in internet searches 

 When using the internet in school, any material found online that is deemed unsuitable will 

be referred to the Safeguarding lead who will report appropriately (e.g. MCC Social Services 

and the Internet Watch Foundation (www.iwf.org.uk). 

 

 

 

 

 

 

 

 

 

 

http://www.iwf.org.uk/
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3. The benefits of the internet in education 

 

Learning 

 

The teaching of computing plays an essential role in education. The use of the internet enriches 

children’s learning through allowing access to universal educational resources. The National 

Curriculum states that education in computing ensures pupils are able to become digitally literate. 

Pupils can express themselves and develop their ideas through information and communication 

technology, enabling them to be active participants in a digital world.  

 

The education of pupils in digital literacy is an essential part of the school’s online safety provision. 

They will be taught research techniques, develop an awareness of fake news and seek valid, 

accurate information. Children and young people need the help and support of the school to 

recognise and avoid online safety risks and build their resilience.  

 

Teaching 

 

The internet supports professional development for staff through access to national developments, 

educational materials, good curriculum practice and exchange of curriculum and administration 

data with the Local Authority and DCSF. The internet offers opportunities for mentoring pupils and 

providing peer support for them and their teachers. 

 

4. Mobile Technologies 

 

Mobile technology devices may be school owned and might include: smartphone, tablet, 

notebook/laptop or other technology that usually has the capability of utilising the school’s wireless 

network. The device then has access to the wider internet which may include the school’s learning 

platform and other cloud based services such as email and data storage.  

 

The use of such devices is for educational purposes. 

 

Appropriate filtering and monitoring systems are in place, which adhere to our safeguarding policy.  

 

Teaching about the safe and appropriate use of mobile technologies is an integral part of the 

school’s e-safety policy. 
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5. Digital and video images. 

When using digital images, staff should inform and educate pupils about the risks associated with 

the taking, use, sharing, publication and distribution of images. In particular they should recognise 

the risks attached to publishing their own images on the internet e.g. on social networking sites. 

 

Written permission from parents or carers will be obtained before photographs of pupils are 

published on the school website/social media/local press. 

Staff and volunteers are allowed to take digital/video images to support educational aims, but must 

follow school policies concerning the sharing, distribution and publication of those images. Those 

images should only be taken on school equipment; the personal equipment of staff should not be 

used for such purposes. 

 

Students/pupils must not take, use, share, publish or distribute images of others without their 

permission  

 

Photographs published on the website, or elsewhere that include pupils will be selected carefully 

and will comply with good practice guidance on the use of such images – see NSPCC guidance at 

end of the policy (Appendix B) 

 

Pupils’ full names will not be used anywhere on a website or blog, particularly in association with 

photographs. 
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6. Data Protection 

Strategic HR Officer to assist with input regarding Data Protection, GDPR etc.  

When personal data is stored on any mobile device or removable media the: 

 data must be encrypted and password protected.  

 device must be password protected. 

 device must be protected by up to date virus and malware checking software  

 data must be securely deleted from the device, in line with school policy (below) once it has 

been transferred or its use is complete. 

Staff must ensure that they: 

 at all times take care to ensure the safe keeping of personal data, minimising the risk of its loss 

or misuse. 

 can recognise a possible breach, understand the need for urgency and know who to report it 

to within the school. 

 can help data subjects understands their rights and know how to handle a request whether 

verbal or written, and know who to pass it to in the school. 

 where personal data is stored or transferred on mobile or other devices (including USBs) these 

must be encrypted and password protected.  

 will not transfer any school personal data to personal devices except as in line with school 

policy 

 access personal data sources and records only on secure password protected computers 

and other devices, ensuring that they are properly “logged-off” at the end of any session in 

which they are using personal data 

 

7. Consulting Staff 

It is essential that all staff understand their responsibilities in online safety, as outlined in this 

policy.  

All new staff will receive online safety training as part of their induction programme, ensuring that 

they fully understand the schools online safety policy. A copy of this will also be available. 

The Safeguarding Lead will receive regular updates through attendance at external training events 

and will keep staff updated with necessary information. 

Staff will be aware that internet use will be monitored and traced to the original user. Discretion and 
professional conduct is essential. 
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8. Communication  

Email and digital communication 

A wide range of rapidly developing communications technologies has increased our ability to 

communicate and interact with one another.  

When using communication technologies, St Anthony’s considers the following as good practice: 

 The official school email service may be regarded as safe and secure and is monitored. Users 

should be aware that email communications are monitored.   

 Users must immediately report, to the nominated person – in accordance with the school 

policy, the receipt of any communication that makes them feel uncomfortable, is offensive, 

discriminatory, threatening or bullying in nature and must not respond to any such 

communication.  

 Any digital communication between staff and pupils or parents/carers (email, social media, 

chat, blogs, VLE etc.) must be professional in tone and content. These communications may 

only take place on official (monitored) school systems. Personal email addresses, text 

messaging or social media must not be used for these communications. 

 Group email addresses (e.g. KS1 teachers, KS2 teachers, EYFS teachers) may be used for 

communication between teachers and staff. 

 Personal information should not be posted on the school website and only official email 

addresses should be used to identify members of staff.  

 

Parent/ Carer Support 

Parents and carers play an essential role in the education of their children and in the 

monitoring/regulation of the children’s online behaviours. 

St Anthony’s will therefore seek to provide information and awareness to parents and carers through:  

 Curriculum activities 

 Letters, newsletters, web site, Learning Platform 

 Parents/carers evenings/sessions 

 High profile events/campaigns e.g. Safer Internet Day 

 Reference to the relevant web sites/publications e.g. www.saferinternet.org.uk/,   

http://www.childnet.com/parents-and-carers    

 Any issues concerning the internet will be handled sensitively to inform parents/cares 

without undue alarm. 

 

 

 

 

 

 

http://www.saferinternet.org.uk/
http://www.childnet.com/parents-and-carers
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Social Media 

Staff must ensure that their privacy settings on their social media accounts are tight and secure, 

making it difficult for children and parents find staff online. No contact should be made with 

students via any social media account. Staff must not add students as friends or respond to friend 

requests from students. If a member of staff suspects that an existing friend is a student, child or 

young person, they must take reasonable steps to check the identity of the individual and end the 

friendship. 

Adequate training, and clear reporting guidance will be given to the staff at St Anthony’s to ensure 

reasonable steps are in place to minimise risk of harm to staff and pupils at the school. 

Social networking sights such as Facebook, Twitter etc. cannot be accessed in school and will be 

blocked / filtered. 

 

The Wider Community 

 

St Anthony’s will provide opportunities for local members of the community to gain from the 

school’s online safety knowledge and experience. This will be offered through: 

 Sharing their online safety expertise/good practice with other local schools  

 Supporting community groups e.g. Early Years Settings, Childminders, youth/sports/voluntary 

groups to enhance their online safety provision. 

 Advice on filtering systems and appropriate educational and leisure activities including 

responsible use of the Internet will be made available to parents/carers. 

 

 

9. Introducing policy to pupils 

Responsible internet use, covering both school and home use, will be included in the PSHE 

curriculum. 

Key online safety messages will be reinforced as part of a planned programme of assemblies and 

tutorial/pastoral activities. 

Staff should act as good role models in their use of digital technologies, the internet and mobile 

devices. 

 

Where pupils are allowed to freely search the internet, staff should be vigilant in monitoring the 

content of the websites the young people visit. Search engines such as google safe search will be 

encouraged. 
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10. Responding to incidents of misuse.  

This guidance is intended for use when staff need to manage incidents that involve the use of 

online services. The Headteacher / Safeguarding Lead will be responsible for dealing with the 

complaint/incident.  

Parents/ carers will be made aware of the schools complaints procedure. This encourages a safe 

and secure approach to the management of the incident. Incidents might involve illegal or 

inappropriate activities. It is important that any incidents are dealt with as soon as possible in a 

proportionate manner, and that members of the school community are aware that incidents have 

been dealt with. 

Sanctions for misuse may include any or all of the following: 

 Interview/counselling by an appropriate member of staff 

 Informing parents/carers 

 Removal of internet access for a specified period of time, which may ultimately prevent 
access to files held on the system, including examination coursework. 

 Referral to the police. 
 

If content being reviewed includes images of child abuse, then the monitoring should be 

halted and referred to the Police immediately. Other instances to report to the police would 

include: 

 incidents of ‘grooming’ behaviour 

 the sending of obscene materials to a child 

 adult material which potentially breaches the Obscene Publications Act 

 criminally racist material 

 promotion of terrorism or extremism 

 offences under the Computer Misuse Act  

 other criminal conduct, activity or materials 

 

 

Illegal incidents 

If there is any suspicion that the web site(s) concerned may contain child abuse images, or 

if there is any other suspected illegal activity, refer to the right hand side of the Flowchart 

(below and Appendix A) for responding to online safety incidents and report immediately to 

the police. 
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Appendix A: Flow Chart regarding illegal incidents. 
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Appendix B: NSPCC Best Practice Regarding Publishing Images 

 

This has been written using best practice guidance from the NSPCC and should be used to support 

the Data Protection Policy from the Wythenshawe Catholic Academy Trust.  

The purpose of this statement is to:  

 protect children and young people who take part in [name of group/organisation]’s services, 

events and activities, specifically those where photographs and videos may be taken  

 set out the overarching principles that guide our approach to photographs/videos being 

taken of children and young people during our events and activities  

 to ensure that we operate in line with our values and within the law when creating, using 

and sharing images of children and young people. 

This statement applies to all staff, volunteers and other adults associated with St Anthony’s. 

Legal framework 

This guidance has been drawn up on the basis of legislation, policy and guidance that seeks to 

protect children in England].  

We believe that:  

 children and young people should never experience abuse of any kind  

 we have a responsibility to promote the welfare of all children and young people and to 

take, share and use images of children safely. 

We recognise that:  

 sharing photographs and films of our activities can help us celebrate the successes and 

achievements of our children and young people, provide a record of our activities and raise 

awareness of our organisation  

 the welfare of the children and young people taking part in our activities is paramount  

 children, their parents and carers have a right to decide whether their images are taken and 

how these may be used, regardless of age, disability, gender reassignment, race, religion 

or belief, sex or sexual orientation  

 consent to take images of children is only meaningful when children, their parents and 

carers understand how the images will be used and stored, and are fully aware of the 

potential risks associated with the use and distribution of these images  

 there are potential risks associated with sharing images of children online. 

 

More information about this is available from 

learning.nspcc.org.uk/researchresources/briefings/photography-sharing-images-guidance. 

We will seek to keep children and young people safe by:  

 always asking for written consent from a child and their parents or carers before taking and 

using a child’s image  

 always explaining what images will be used for, how they will be stored and what potential 

risks are associated with sharing images of children  



P a g e  | 12 

 

 making it clear that if a child or their family withdraw consent for an image to be shared, it 

may not be possible to delete images that have already been shared or published  

 changing the names of children whose images are being used in our published material 

whenever possible (and only using first names if we do need to identify them) 

 never publishing personal information about individual children and disguising any 

identifying information  

 reducing the risk of images being copied and used inappropriately by: 

o only using images of children in appropriate clothing (including safety wear if 

necessary) 

o avoiding full face and body shots of children taking part in activities such as 

swimming where there may be a heightened risk of images being misused  

 using images that positively reflect young people’s involvement in the activity. 

 

We will also develop a procedure for reporting the abuse or misuse of images of children as part of 

our child protection procedures. We will ensure everyone involved in our organisation knows the 

procedures to follow to keep children safe. 

Photography and/or filming for St Anthony’s use 

We recognise that our group leaders may use photography and filming as an aid in activities such 

as music or drama. However, this should only be done with St Anthony’s permission and using our 

equipment. 

Children, young people, parents and carers must also be made aware that photography and filming 

is part of the programme and give written consent. 

If we hire a photographer for one of our events, we will seek to keep children and young people safe 

by: 

 providing the photographer with a clear brief about appropriate content and behaviour  

 ensuring the photographer wears identification at all times  

 informing children, their parents and carers that a photographer will be at the event and 

ensuring they give written consent to images which feature their child being taken and 

shared  

 not allowing the photographer to have unsupervised access to children  

 not allowing the photographer to carry out sessions outside the event or at a child’s home  

 reporting concerns regarding inappropriate or intrusive photography following our child 

protection procedures. 

Photography and/or filming for wider use 

If people such as local journalists, professional photographers or students wish to record one of our 

events and share the images professionally or in the wider world, they should seek permission in 

advance. 

They should provide:  

 the name and address of the person using the camera  

 the names of children they wish to take images of (if possible)  

 the reason for taking the images and/or what the images will be used for  
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 a signed declaration that the information provided is valid and that the images will only be 

used for the reasons given. 

St Anthony’s Catholic Primary School will verify these details and decide whether to grant permission 

for photographs/films to be taken. We will seek consent from the children who are the intended 

subjects of the images and their parents and inform the photographer of anyone who does not give 

consent. 

At the event we will inform children, parents and carers that an external photographer is present and 

ensure they are easily identifiable, for example by using them with a coloured identification badge. 

If St Anthony’s is concerned that someone unknown to us is using their sessions for photography or 

filming purposes, we will ask them to leave and (depending on the nature of the concerns) follow our 

child protection procedures. 

Storing images 

We will store photographs and videos of children securely, in accordance with our safeguarding 

policy and data protection law. 

 


